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Members of Congress and representatives of federal government agencies

have begun discussions that could eventually lead to the requirement for fed-

eral agency management to provide an assertion in their agency’s financial

statements on their internal controls over financial reporting and to obtain an

independent auditor’s opinion on those internal controls. In effect, the federal

government is inching toward applying the same type of reporting require-

ments to federal agencies that are now required of publicly traded companies

under section 404 of the Public Company Accounting Reform and Investor

Protection Act of 2002 (Sarbanes-Oxley).

Under Sarbanes-Oxley section 404, management of public companies is required to:
• Accept responsibility for the effectiveness of the entity’s internal control over

financial reporting
• Evaluate the effectiveness of the entity’s internal control over financial reporting

using suitable control criteria, for example, those defined by the Committee of
Sponsoring Organizations of the Treadway Commission (COSO)

• Support the evaluation with sufficient evidence, including documentation
• Present a written assessment about the effectiveness of the company’s internal

control over financial reporting as of the end of the entity’s most recent fiscal year

If such a requirement were adopted by federal agencies, it would
mark a major shift in current procedures and policies. It could
strengthen the confidence of the American taxpayers in the govern-
ment, improve the effective use of federal resources, and provide
more accountability.

With that scenario as a backdrop, this document aims to provide
ideas on understanding and preparing for the internal control report-
ing requirements that federal agency management might soon face.

Introduction
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A Federal Call to Action

For the past seven years, the federal government has been unable to issue an opin-
ion to the Congress and U.S. taxpayers on whether the government’s financial state-
ments are fairly stated in conformity with U.S. generally accepted accounting princi-
ples (GAAP).1 Although many federal agencies have made strides in correcting defi-
ciencies in their financial statement reporting, David M. Walker, Comptroller General
of the United States, said earlier this
year that the federal government has a
long way to go before it can issue such
an opinion.

In a February 27, 2004, statement to
Congress, Comptroller General Walker
said that until “a significant number of
material weaknesses related to financial
systems, fundamental record keeping
and financial reporting, and incomplete
documentation’’ are addressed, the
weaknesses “will continue to (1) hamper
the federal government’s ability to accu-
rately report a significant portion of its
assets, liabilities, and costs; (2) affect
the federal government’s ability to accu-
rately measure the full cost as well as
the financial and non-financial perform-
ance of certain programs while effec-
tively managing related operations; and
(3) significantly impair the federal gov-
ernment’s ability to adequately safe-
guard significant assets and properly
record various transactions.’’2

1 Letter to President George W. Bush and Congress from U.S. Comptroller General, David M. Walker,
February 27, 2004.

2 Ibid.
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BACKGROUND OF SARBANES-OXLEY

The credibility of public company financial reporting has been sharply questioned
by a string of corporate reporting scandals that began with the collapse of a num-
ber of major corporations in late 2001. The results shook the financial markets and
severely eroded investor confidence in the information being reported by compa-
nies with publicly traded securities.

These historic events led to a number of proposals to improve the financial
reporting process and restore investor confidence in the U.S. financial markets.
Congress responded with the passage of the Sarbanes-Oxley Act. When
President George W. Bush signed the Act into law, he characterized it as “the
most far reaching reforms of American business practices since the time of
Franklin Delano Roosevelt.”

The Act clearly represents the most significant change in reporting for U.S. pub-
licly traded companies since the Securities Acts of 1933 and 1934. It is aimed at
restoring public confidence and protecting the public interest as well as improving
the integrity of financial reporting—the foundation on which the U.S. capital mar-
kets system is built and thrives.

The passage of this Act represents a significant change in both management’s
reporting responsibilities and the scope and nature of the responsibilities of the
independent auditor. Management is now required to both assess and report on
the effectiveness of internal control over financial reporting, and the auditor is
required to audit and report on the effectiveness of internal control over financial
reporting, including management’s assessment. As a result, auditors will be evalu-
ating and testing a company’s internal control in a different light and in greater
depth. The overall goal of these new requirements is to strengthen internal con-
trol over financial reporting, provide more reliable information to investors, and
renew investor confidence in the U.S. capital markets.

Background
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DEFINITION OF INTERNAL CONTROL OVER FINANCIAL REPORTING

Internal control is defined by the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) as a process—effected by an entity’s board of
directors, management, and other personnel—designed to provide reasonable
assurance of the achievement of objectives in the following categories: effective-
ness and efficiency of operations, compliance with applicable laws and regulations,
and reliability of financial reporting.

In the realm of publicly traded companies, the SEC rules implementing section
404(a) of Sarbanes-Oxley focus on those objectives related to the reliability of a
company’s external financial reporting. This subset of internal control is commonly
referred to as internal control over financial reporting. Internal control over financial
reporting is defined in the Public Company Accounting Oversight Board’s (PCAOB)
Standard No. 2 as a process designed by or under the supervision of the compa-
ny’s principal executive and financial officers, or persons performing similar func-
tions, and effected by the company’s board of directors, management, and other
personnel to provide reasonable assurance regarding the reliability of financial
reporting and the preparation of financial statements for external purposes in
accordance with generally accepted accounting principles (GAAP). It also includes
policies and procedures that pertain to maintenance of accounting records, authori-
zation of receipts and disbursements, and safeguarding of assets. 

For purposes of an audit of internal control over financial reporting, “internal control
over financial reporting” includes controls over the safeguarding of assets and con-
trols related to the prevention or timely detection of unauthorized acquisition, use,
or disposition of an entity’s assets that could have a material effect on the financial
statements. These safeguarding controls are a subset of the broader segment of
internal control.

As these reporting circumstances persist, questions arise about whether it is incon-
sistent for the Congress to require publicly traded companies to follow one set of
regulations (Sarbanes-Oxley section 404) for internal control reporting while not
requiring federal agencies to follow those same regulations. “Government should
lead by example,’’ Walker said in a June 2003 CFO Magazine article. “We should be
as good or better than those we are regulating.’’3

3 “Feds Fail Again,” CFO Magazine, June 2003.
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A bill currently before the House (H.R. 4259) contains a provision for a study of the
potential costs and benefits of requiring all 23 Chief Financial Officers Act (CFO Act)
agencies to obtain audit opinions on internal control over their financial reporting. The
same bill, if passed, would require that the Secretary of the Department of Homeland
Security include in its Performance and Accountability Report for fiscal year 2005 an
assertion on the internal controls that apply to that department’s financial reports.
Further, the bill would require the Department of Homeland Security’s internal controls
to be the subject of an annual audit opinion by an independent auditor. A member of
the management team at a CFO Act agency said in recent discussions that a cost-
benefit analysis of requiring an audit opinion of internal control over financial reporting
is crucial: “From my perspective, you’ve got to balance between making sure that you
are having a substantial review, and not just spending dollars chasing dimes.’’

The Federal Managers’ Financial Integrity Act of 1982 (FMFIA) requires the heads
of the 23 CFO Act agencies to annually evaluate and report on the agency’s sys-
tems of internal accounting and administrative control. FMFIA directs the Office of
Management and Budget (OMB) to establish guide-
lines for the evaluation by agencies of their systems
of internal accounting and administrative control.
Those guidelines are set forth in OMB Circular A-123,
Management Accountability and Control, which define
internal control using 10 components. This compares
to 27 internal control components contained in the
COSO guidance, which is the internal control frame-
work used most often by public companies that are
subject to section 404 of Sarbanes-Oxley.
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“From my perspective,
you’ve got to balance
between making sure
that you are having a
substantial review, and
not just spending dollars
chasing dimes.’’

Member, CFO Act agency



Since it is not a requirement for federal agencies to have an auditor’s opinion

on internal control over financial reporting, most do not currently obtain such

an opinion. Several agencies voluntarily obtained an auditor’s opinion on

internal control over financial reporting in fiscal years 2002 or 2003. An early

2004 review of these opinions, however, shows inconsistency in the control

frameworks used by the agencies to evaluate their internal controls and in the

control frameworks referenced by the auditors in their related opinions. A

review by KPMG of the financial reports of the 23 CFO Act agencies showed

that three received an auditor’s opinion on internal control over financial

reporting in fiscal year 2003. Eight other agencies, not subject to the CFO Act,

received an opinion on internal control over financial reporting in fiscal years

2002 and 2003.
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The Significance of a Strong Federal
Control Framework

THE FIVE COSO COMPONENTS OF INTERNAL CONTROL OVER FINANCIAL REPORTING

Control Environment – The control environment sets the tone of an organization, influencing the
control consciousness of its people. It is the foundation for all other components of internal con-
trol, providing discipline and structure.

Risk Assessment – Every entity faces a variety of financial reporting risks from external and inter-
nal sources that must be assessed both at the entity and the activity level. These risks include
external and internal events and circumstances that may occur and adversely affect an entity’s
ability to initiate, record, process, and report financial data consistent with the assertions of man-
agement embodied in the financial statements.

Control Activities – Control activities are the
policies and procedures that help ensure man-
agement directives are carried out. These con-
trols help ensure that transactions occurred, are
authorized, and are completely and accurately
recorded and processed.

Information and Communication – Pertinent
information must be identified, captured, and
communicated in a form and timeframe that
supports all other control components. The
quality of system-generated information, includ-
ing the accounting system and other informa-
tion technology applications, affects manage-
ment’s ability to make appropriate decisions in
controlling the entity’s activities and to prepare
reliable financial reports.

Monitoring – Internal control systems need to
be monitored—a process that assesses the
quality of the system’s performance over time.

Source: KPMG LLP in the U.S., 2004.

ACTIVITY 2

ACTIVITY 1

UNIT B

UNIT A

OPERATIONS
FINANCIAL
REPORTING COMPLIANCE
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Of those eleven opinions,4 three con-
tained management’s assertion on the
effectiveness of internal control—a
requirement under Sarbanes-Oxley sec-
tion 404. As a criteria for evaluating
internal control over financial reporting:
• Two of the eleven opinions referenced

the General Accounting Office’s (GAO)
Standards for Internal Control in the
Federal Government (the Green Book) 

• Three referenced FMFIA 
• Two referenced auditing guidance con-

tained in OMB Bulletin 01-02 (OMB’s
Guidance on Performing Audits of
Federal Agencies)

• Three referenced both FMFIA and
OMB Bulletin 01-02

• One referenced a management direc-
tive, similar to FMFIA

The variety of frameworks used as 
references by the agencies underscores
the need for the use of a consistent set
of criteria, such as is the case with the
use of COSO by publicly traded compa-
nies that are following the regulations 
of Sarbanes-Oxley section 404. A con-
sistent set of criteria could lead to
increased comparability and also could
make the audits of internal control 
more comprehensive.

A consistent control framework is critical
because it determines the extent to
which management reviews, docu-
ments, and tests internal control over
financial reporting. The following chart
compares the COSO internal control
components with those components
contained in the frameworks used by
the eleven federal agencies reviewed by

KPMG. When comparing the internal
control framework criteria used by those
agencies, the extent of coverage is sig-
nificantly less under OMB Circular A-123
and Bulletin 01-02 than the internal con-
trol coverage provided under the COSO
framework criteria.

Independent audit firms must follow
auditing and attestation standards in
order to issue an opinion on internal con-
trol over financial reporting. These stan-
dards define a complete and allowable
internal control framework. In practice, it
appears that most federal agencies are
using internal control frameworks that
are a subset of a complete framework.

Another defining element of an allow-
able framework is that the proposed
criteria must have been made available
for public comment. Some of the crite-
ria now being used by federal agency
management for internal control report-
ing have not been made available for
public comment.

COSO and the GAO’s Green Book
include a number of elements that are
not included in OMB Circular A-123 and
Bulletin 01-02, specifically in the areas of
risk assessment, information and com-
munication, and monitoring. If federal
agency management does not test in
those significant areas, its assertion
would not be as comprehensive regard-
ing the effectiveness of internal control
over financial reporting as an assertion
that is required under Sarbanes-Oxley
section 404.

4 GSA (‘03), NRC (‘03), SSA (‘03), U.S. Customs (‘02), ATF (‘02), GPO (‘03), PBGC (‘03), FDIC (‘03), BPD (‘03), IRS (‘03), and GAO (‘03).
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COMPARISON OF INTERNAL CONTROL FRAMEWORKS

Components of a Complete Internal
Control Framework5

COSO GAO’s Green Book OMB A-123 OMB 01-02

Control Environment

Integrity and Ethical Values ✓ ✓ ✓

Commitment to Competence ✓ ✓ ✓

Management’s Relationship with its
Oversight Agency (e.g., Board of Directors, ✓ ✓

Audit Committee, Congress, OMB)

Management’s Philosophy and Operating Style ✓ ✓ ✓

Organizational Structure ✓ ✓ ✓

Assignment of Authority and Responsibility ✓ ✓ ✓

Human Resource Policies and Practices ✓ ✓ ✓

Risk Assessment

Entity-Wide Objectives ✓ ✓

Activity-Level Objectives ✓ ✓

Risk Identification ✓ ✓

Risk Analysis ✓ ✓

Managing Change ✓ ✓

Control Activities

Policies and Procedures ✓ ✓

Top-Level Reviews ✓ ✓ ✓ ✓

Direct Functional or Activity Management ✓ ✓ ✓

Information Processing ✓ ✓ ✓ ✓

Physical Controls ✓ ✓ ✓ ✓

Performance Indicators ✓ ✓

Segregation of Duties ✓ ✓ ✓

Information and Communication

Strategic and Integrated Systems ✓ ✓ ✓

Information Quality ✓ ✓ ✓

Internal Communication ✓ ✓ ✓

External Communication ✓ ✓

Means of Communication ✓ ✓

Monitoring

Ongoing Monitoring Activities ✓ ✓

Separate Evaluations ✓ ✓

Reporting Deficiencies ✓ ✓ ✓ ✓

5 The COSO report’s definition of internal control, including the five components, was incorporated by amendment in 1995 into Statement on Auditing
Standards (SAS) No. 55, Consideration of Internal Control in a Financial Statement Audit (AICPA, Professional Standards, Vol. 1, AU Sec. 319), as amended.

Source: KPMG LLP in the U.S., 2004.
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The job of improving internal control over financial reporting within federal agen-
cies—as well as subjecting management’s internal control assertion to independ-
ent audit—will take considerable time and will be difficult. But without effective
controls, “fraud, waste, and abuse in federal activities and programs lead to the
loss of billions of dollars of government funds, erode public confidence, and
undermine the federal government’s ability to operate effectively.’’6 With more
effective controls, there can be a strengthening in the confidence of the American
people in government, an improvement in the effectiveness of federal programs,
and more accountability.

Though the job ahead will be difficult, McCoy Williams, Director, GAO Financial
Management and Assurance, said in recent testimony before a House subcommit-
tee, “implementation of a strong system of internal control will likely not be easy or
quick and will require strong support and continuous action from the President, the
Congress, top-level administration appointees, and agency management officials.
Once committed to a plan of action, they must remain steadfast supporters of the

end goals and their support must be transparent to all.
Agencies must be held accountable for appropriately man-
aging and controlling their programs and safeguarding pro-
gram assets. OMB must continue to provide direction and
support to agency management in the implementation of
government-wide efforts, such as those involving improper
payments, and conduct appropriate oversight of federal
agency efforts to meet their stewardship and program man-
agement responsibilities.’’7

In some respects, the current debate on how to improve
federal agency internal control reporting is similar to the
debate in the late 1980s that preceded the eventual pas-
sage of the 1990 CFO Act. Until its passage, federal agen-
cies were not required to have independently audited finan-
cial statements. Several years passed after the Act was put
in place before the statements were auditable. In hindsight,

prudent managers of federal agencies would have prepared much sooner to be
able to produce financial statements that could receive a clean (unqualified) audit
opinion. Similarly, there are parallels now for financial officers at federal agencies
preparing for potential OMB or GAO directives requiring an internal control assess-
ment and an audit opinion on internal control over financial reporting. In conclu-
sion, a consistent framework that meets the applicable standard should be speci-
fied for use by management and auditors to assess and report on internal controls
over financial reporting.

Benefits of Improved Internal Control Over
Financial Reporting by Federal Agencies

6 McCoy Williams, Director, GAO Financial Management and Assurance, April 15, 2004, in testimony before the Subcommittee on Government
Efficiency and Financial Management, Committee on Government Reform, House of Representatives

7 Ibid.

With more effective 
controls, there can be a
strengthening in the con-
fidence of the American
people in government,
an improvement in the
effectiveness of federal
programs, and more
accountability.
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Executives at several businesses that had made substantial progress with their

Sarbanes-Oxley initiatives shared their views with KPMG. Before the Sarbanes-

Oxley effort, for example, a multibillion-dollar utility needed nearly 200 people

and 22 days to complete its closing process.The manual nature of the process

typically resulted in unexpected results as well as entries of significance after

the company released earnings.The Sarbanes-Oxley compliance review

process prompted the company to examine the extent of its manual processes

for the first time.The company is now reengineering the closing process so

that it will require half as many people and just 10 days to complete.

In another case, a financial services organization discovered that many of its deriva-
tives traders used vastly different methods to place a value on its derivatives. The con-
cern about the possibility of inconsistencies led to a standardization of pricing meth-
ods that has reassured the financial services organization’s CFO about the accuracy of
asset values on the organization’s balance sheet. 

In documenting their internal control over financial reporting, organizations are
amassing large amounts of detailed information about their business processes,
risks, and controls. In so doing, some of them have come to realize that risk toler-
ances are inconsistent across divisions. Others have discovered insufficient under-
standing of the risk-assessment process at many levels within the enterprise. They
are using their compliance efforts as a foundation to:
• Strengthen, streamline, and automate internal controls
• Increase an enterprise-wide understanding of all risks—operational, financial

reporting, and compliance—and how to control them
• Improve and redesign business processes while maintaining appropriate aware-

ness and control of risks

Thus, these companies have moved beyond the immediate short-range project
state into a long-range sustainable life cycle that helps capture value and offers con-
tinuous performance improvement. Armed with access to an extraordinary range of
information about their processes, risks, and controls, they can begin to evaluate
potential process improvements as well as whether they have the right controls and
are controlling the right things.
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Examples of Public Companies Deriving Value
From the Sarbanes-Oxley Process

In documenting their
internal control over
financial reporting, organ-
izations are amassing
large amounts of detailed
information about their
business processes,
risks, and controls.
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An important step now facing federal agency management is the recognition

that it is never too early to plan for change. Management should undertake a

self-assessment process to understand how the agency can document,

assess, and refine its internal controls over financial reporting.

The process that management undertakes in its assessment should include identi-
fying its controls, determining the locations or units to include in the evaluation (if
the agency has multiple locations or units), determining which controls manage-
ment should test, and evaluating the likelihood that failure of a control could result
in a material financial statement or disclosure misstatement.

Management should also evaluate the design and operating effectiveness of inter-
nal control over financial reporting and document the results of the evaluation. This
process ordinarily would be considered incomplete unless it is extended to controls
over all relevant assertions related to all significant accounts and disclosures.

As part of its assessment, management determines if identified deficiencies in
design or operating effectiveness—individually or in combination—constitute
reportable conditions (referred to now as “significant deficiencies’’ under Sarbanes-
Oxley) or material weaknesses. Management then communicates these findings to
the auditor and others, if applicable, and evaluates whether those findings are rea-
sonable and support its assessment.

Documentation Supporting Management’s Assessment

Documentation that provides reasonable support for management’s assessment 
of the effectiveness of internal control over financial reporting includes, but is not
limited to:
• The design of controls over relevant assertions related to all significant accounts

and disclosures in the financial statements, including documentation of the five
components of the COSO framework

• Information about how significant transactions are initiated, authorized, recorded,
processed, and reported

• Information about the flow of transactions to identify where material misstate-
ments due to error or fraud could occur

• Controls designed to prevent or detect fraud, including who performs the con-
trols and the related segregation of duties

• Controls over the period-end financial reporting process
• Controls over safeguarding of assets
• The results of management’s testing and assessment
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Applying Internal Control Reporting to 
Federal Agencies

Management should
undertake a self-assess-
ment process to under-
stand how the agency can
document, assess, and
refine its internal controls
over financial reporting.
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Significant Effort

One of the most pressing questions
about the Sarbanes-Oxley section 404
requirements is “How much will it cost
to comply?” Since there is little historical
data to answer this question, surveys
can provide some useful information.

In January 2004, Financial Executives
International (FEI) conducted a survey
of 321 public companies and found that
the companies expected to spend an
average of 12,265 hours internally to
comply with section 404 requirements
dealing with management reporting on
internal controls. The FEI report also
found that the number of hours “is
directly proportional to the size of the
company. For example, companies with
less than $25 million in revenues
expected to spend an average of 1,150
hours, while companies with over $5
billion in revenues expected to spend 
an average of 35,000 hours.”8

In a separate survey performed in late
2003 by KPMG, 39 companies reported
that they expected external auditors to
begin their attestation engagement an
average of 7.4 months ahead of year-
end. Nearly three quarters (72 percent)
expected external auditors to begin their
attestation engagement at least six
months prior to their fiscal year-end.

One third of the companies in the
KPMG study identified 250 significant
controls or fewer, another third identified
between 250 and 500 significant con-
trols, and most of the others identified
between 500 and 1,000 controls.

The FEI survey found that companies
expected to pay an average of $732,100
for external consulting, software, and
other vendor charges to comply with
section 404, excluding auditor’s fees for
attestation. Companies with less than
$25 million in revenues expected to pay
an average of $170,000, while compa-
nies with over $5 billion in revenues
expected to pay an average of
$1,390,100. The costs for these types 
of services at certain federal agencies
could well exceed these amounts.

The attest effort for internal control over
financial reporting could approximate or
even exceed the effort expended in the
financial statement audit. However, the
final determination of incremental fees
is highly dependent on the facts and cir-
cumstances of each situation.

Although this survey information is help-
ful, amounts of time and costs may vary
significantly from these survey amounts.
Factors that will affect these variances
include: size and complexity of the entity,
number of locations and processing
sites, extent and quality of controls that
are already documented, and the mix of
internal and external resources available.

Regardless of the lack of historical infor-
mation on the level of effort required,
one can confidently conclude that the
costs and efforts will be significant.
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required, one can confi-
dently conclude that the
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There are a number of methods an agency could use in developing an

approach to assessing its internal control over financial reporting.The follow-

ing is one example of how a public company may approach its assessment

process, which we believe can be applied to federal agencies.

The process of evaluating the effectiveness of internal control
over financial reporting may require careful planning due to the
complexity and breadth of the control structure within an entity.
This evaluation plan may include a process to examine the

overall approach to documentation, identification of controls and evaluation proce-
dures, significant milestones, and anticipated timelines. The plan also may include
the institution of policies and procedures that will be used in the evaluation
process, as well as appropriate internal communication processes.

Management may identify the team responsible for performing the evaluation. The
project may have an executive sponsor, a project manager, and personnel from
operations, budget, finance and accounting, human resources, information sys-
tems, and legal—all of whom should have appropriate skills, knowledge of COSO
and the GAO Standards for Internal Control in the Federal Government (Green
Book), and an understanding of controls evaluation. Where necessary, manage-
ment may consider training programs to supplement their existing knowledge.

Example Assessment Process for
Federal Agencies

Establish internal control evaluation process. 
Determine significant controls and locations/business 
units to be included. Define project approach, 
milestones, timelines, and resources. Launch project.

Document design of controls over relevant assertions 
related to all significant accounts and disclosures.

Evaluate design and operating effectiveness of 
internal control over financial reporting and document 
results of evaluation.

Identify, accumulate, and evaluate design and 
operating control deficiencies. Communicate findings 
and correct deficiencies.

Prepare written assertion of the effectiveness of 
internal control over financial reporting.

1
Plan and 

Scope the 

Evaluation

2
Document 

Controls

3
Evaluate 

Design and

Operating 

Effectiveness

4

5
Report on 

Internal 

Control

Identify, Assess, 

and Correct 

Deficiencies

Source: KPMG LLP in the U.S., 2004.

1
Plan and 

Scope the 

Evaluation
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Among the most important activities in the planning process is one that identifies
the controls that are to be included in the scope of the evaluation. The evaluation
should include controls related to all significant accounts and disclosures in the
financial statements.

A financial statement caption may consist of a number of account balances, the
components of which are subject to differing risks or different controls that should
be considered separately as potential significant accounts. These significant
accounts are subject to different financial reporting risks and different controls.

Documentation of an entity’s internal control over financial
reporting is an essential part of management’s evaluation
process. It provides evidence that controls related to manage-
ment’s assertion—including changes to those controls—have

been identified, are capable of being communicated to those responsible for their
performance, and are capable of being monitored.

EVALUATION OF IT CONTROLS

Information technology (IT) controls represent an integral part of internal control
over financial reporting. Management may determine which applications or systems
are within the scope of internal control over financial reporting and which IT controls
need to be evaluated (i.e., user-level and infrastructure). An evaluation of an agency’s
IT controls also may determine whether existing systems have been changed or a
new system has been put in place. Controls within the system are important, but
so are the controls dealing with access to IT systems. Management would be well-
served by evaluating details of the following broad categories of the IT function:

IT general controls:
• Program development
• Program and system changes
• Access to programs and data
• Computer operations

The specific risks that IT poses to an entity’s internal control may include the
reliance on systems or programs that are inaccurately processing data, processing
inaccurate data, or both. IT also may involve the risk of unauthorized access to sys-
tems, including unauthorized changes to existing applications, as well as unautho-
rized changes to data, and the potential for loss of data.
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Application/process controls:
• Authorization
• Configuration/account mapping
• Exception/edit reports
• Interface/conversion
• System access

Among the most impor-
tant activities in the
planning process is 
one that identifies the
controls that are to be
included in the scope 
of the evaluation.

2
Document 

Controls
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To collate and evaluate the documenta-
tion of the results of the evaluation,
management may consider either a
manual or an automated approach, or a
combination of the two. Either way,
management may consider establishing
enterprise-wide documentation stan-
dards for capturing the results. An auto-
mated tool may assist in ensuring that
the documentation output of the evalua-
tion process meets management’s
requirements. With the use of an auto-
mated tool, the information could be
summarized and reported in a format tai-
lored by management. An added benefit
of using an automated tool may be to
assist with project management, for
example, to monitor the progress of the
documentation and evaluation process
and identify areas that need attention.

Management will
need to evaluate
the design and
operating effective-

ness of internal control over financial
reporting, and it should document the
results of this evaluation.

Design

Effectively designed controls are expect-
ed to prevent or detect errors or fraud
that could result in material misstate-
ments in the financial statements. All
controls necessary to provide reasonable
assurance regarding the fairness of an
entity’s financial statements should be in
place and performed and monitored by
qualified personnel.

Documentation of controls may take
many forms and can include a variety of
information, including policy manuals,
process models, flowcharts, job descrip-
tions, documents, and forms. The extent
of documentation may vary, depending
on the size, nature, and complexity of
the entity. Management should consider
establishing entity-wide documentation
standards for capturing and reporting
information. Documentation of process-
es and controls will be an important ele-
ment in the test of internal control
design effectiveness.

Although the extent to which manage-
ment documents its evaluation is a mat-
ter of judgment, such documentation
should go beyond a simple conclusion
that the control is designed and operat-
ing effectively. To provide a sufficient
basis for its conclusion, management
should document the procedures per-
formed, the results, and other evidence
obtained regarding operating effective-
ness. Internal control deficiencies noted
also should be documented along with
appropriate remediation proposals.
Inadequate documentation of the design
of controls and the absence of sufficient
documented evidence to support man-
agement’s assessment of the operating
effectiveness of internal control over
financial reporting could be considered
control deficiencies.

COSO provides example documentation
that could be useful for management in
documenting the results of its evaluation.
The examples in COSO include numer-
ous evaluation programs and worksheets.

Management must evaluate the design
of relevant controls. Procedures to eval-
uate design effectiveness could include
inquiry, observation, and a specific eval-
uation of whether the controls are likely
to prevent or detect misstatements if
they are operated as prescribed by
appropriately qualified persons.

Operating Effectiveness

In evaluating whether a control is oper-
ating effectively, an entity may consider
whether the control is operating as
designed and whether the person per-
forming the control possesses the nec-
essary authority and qualifications to
perform the control effectively.

3
Evaluate 

Design and

Operating 

Effectiveness
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DESIGN AND OPERATING

EFFECTIVENESS

Design effectiveness refers to
whether a control is suitably
designed to prevent or detect mate-
rial misstatements in specific finan-
cial statement assertions. It involves
consideration of the financial report-
ing objectives that the control is
meant to achieve. 

Operating effectiveness refers to
whether the control is functioning as
designed. During the evaluation of
operating effectiveness, manage-
ment gathers evidence regarding
how the control was applied, the
consistency with which it was
applied, and who applied it.



Management must perform procedures
sufficient to assess the operating effec-
tiveness of controls. These procedures
could include testing of the controls by
internal audit, testing of the controls by
others under the direction of manage-
ment, using a service organization’s
reports, or testing by means of a self-
assessment process. Inquiry alone will
not be adequate to complete this evalu-
ation by management.

Management may
establish a process
by which deficien-
cies are identified

and accumulated across the entire entity,
including all locations evaluated. To con-
clude on the assessment of effectiveness
of internal control over financial reporting,
management is likely to evaluate the
severity of all identified deficiencies.

An internal control deficiency exists when
the design or operation of a control does
not allow management or employees, in
the normal course of performing their
assigned functions, to prevent or detect
misstatements on a timely basis. An
internal control deficiency may be either
a design or operating deficiency.

A design deficiency exists when either
a necessary control is missing or an
existing control is not properly designed
so that even when the control is oper-
ating as designed, the control objective
is not always met. An operating defi-
ciency exists when a properly designed
control either is not operating as
designed or the person performing the
control does not possess the neces-
sary authority or qualifications to per-
form the control effectively.

Internal control deficiencies range from
inconsequential internal control deficien-
cies to material weaknesses in internal
control. Management should determine
whether the internal control deficiency is
inconsequential, significant, or represents
a material weakness. Personnel through-
out the entity should share a common
understanding of these definitions and
how they are applied. Federal agencies
may find it useful to understand how the
PCAOB has defined a significant deficien-
cy and a material weakness:

A significant deficiency is a control
deficiency, or combination of con-
trol deficiencies, that adversely
affects a company’s ability to initi-
ate, authorize, record, process, or
report external financial data reli-
ably in accordance with GAAP
such that there is more than a
remote likelihood that a misstate-
ment of the company’s annual or
interim financial statements that is
more than inconsequential will not
be prevented or detected.

A material weakness is a signifi-
cant deficiency, or combination of
significant deficiencies, that
results in more than a remote like-
lihood that a material misstate-
ment of the annual or interim
financial statements will not be
prevented or detected.

If there are significant deficiencies that,
individually or in combination, result in
one or more material weaknesses, man-
agement is precluded from concluding
that internal control over financial report-
ing is effective.

As defined by the PCAOB, a misstate-
ment is inconsequential if a reasonable
person would conclude, after consider-
ing the possibility of further undetected
misstatements, that the misstatement,
either individually or when aggregated
with other misstatements, would clearly
be immaterial to the financial state-
ments. If a reasonable person could not
reach such a conclusion regarding a par-
ticular misstatement, that misstatement
is considered more than inconsequential.

The PCAOB also identifies certain areas
that, if deficiencies exist, are deemed to
be at least significant deficiencies. These
areas include:
• Controls over the selection and 

application of accounting policies
in accordance with GAAP

• Antifraud programs and controls
• Controls over non-routine and 

non-systematic transactions
• Controls over the period-end 

financial reporting process
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4
Identify, Assess, 

and Correct 

Deficiencies

A deficiency is significant
if it results in more than
a remote likelihood that a
misstatement that is
more than inconsequen-
tial in amount will not be
prevented or detected.
This definition establish-
es a relatively low thresh-
old in making the signifi-
cance determination.
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The PCAOB identifies a number of cir-
cumstances that, because of their likely
significant negative effect on internal
control over financial reporting, are sig-
nificant deficiencies and strong indica-
tors that a material weakness exists.
These circumstances include:
• Restatement of previously issued

financial statements to reflect the
correction of a misstatement,
whether due to error or fraud

• Identification by the auditor of a 
material misstatement in financial
statements in the current period 
that was not initially identified by 
the entity (even if management sub-
sequently corrects the misstatement)

• For larger, more complex entities,
ineffective risk-assessment functions

• Identification of fraud of any magnitude
on the part of senior management

• Significant deficiencies that have been
communicated to management that
remain uncorrected after some rea-
sonable period of time

• An ineffective control environment

Management should allow sufficient
time to evaluate and test controls. In the
event deficiencies are discovered, man-
agement will have the opportunity to
correct and remediate these deficiencies
prior to the reporting date. However,
management will need to allow enough
time for new controls to be in place to
validate their operating effectiveness.

Federal agencies
may want to con-
sider how publicly
traded companies

are expected to issue a management
report on internal control over financial
reporting. The report is required to
include the following:
• A statement of management’s

responsibility for establishing and
maintaining adequate internal control
over financial reporting for the entity

• A statement identifying the frame-
work used by management to con-
duct the required assessment of the
effectiveness of the entity’s internal
control over financial reporting

• An assessment of the effectiveness
of the entity’s internal control over
financial reporting as of the end of its
most recent fiscal year, including an
explicit statement as to whether that
internal control over financial reporting
is effective

• A statement that the public account-
ing firm that audited the financial
statements included in the annual
report has issued an attestation report
on management’s assessment of the
entity’s internal control over financial
reporting and an assessment on the
entity’s internal control over financial
reporting

Management is required to provide a
written conclusion about the effective-
ness of the entity’s internal control over
financial reporting. This conclusion can
take many forms; however, manage-
ment is required to state a direct conclu-
sion about its effectiveness. Other
phrases, such as “management’s

assessment that the entity’s internal
control over financial reporting as of
[date] is sufficient to meet the stated
objectives,” also might be used.
However, the conclusion should not be
so subjective (for example, “very effec-
tive internal control”) that people having
competence in and using the same or
similar criteria would not ordinarily be
able to arrive at similar conclusions.
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Entities that have been performing management assessments of internal con-

trol over financial reporting find certain actions key to successfully realizing

operational benefits from improving the control structure. Actions include:

• Leading the assessment from the executive level makes it likely that the project
priority is properly set, that resources are made available, and that findings are
properly addressed. This level of leadership fosters an environment that when
issues are identified, they are addressed and resolved in a timely manner, since
the assessment process is, in itself, a control process that must be carried out in
the course of one fiscal year.

• Involving the Office of the Inspector General early in the process to help ensure
that the management assessment process and the eventual audit of manage-
ment’s assessment and internal controls are well integrated, avoid redundant
efforts, and work together to maximize operational benefits.

• Performing the project in accordance with the GAO’s Green Book to promote all
elements, including risk assessment, general control environment, and general
IT control environment are assessed, documented, appropriately tested, and
reported upon.

• Encouraging a clear chain of command for the project so that project deadlines are
adhered to, management has adequate time to consider and address any control
gaps that are identified, and remediation plans are executed prior to year-end to
allow for additional testing. A remediation action performed at year-end leaves little
time for the required testing to ensure the control is properly functioning at year-
end. Without performing the required testing, management does not have the evi-
dence to support the assertion that the control is functioning.

Managing the project is crucial to the success of the effort in that objectives must
be clearly defined, process documentation must be collected and evaluated, docu-
mentation must be improved in some cases, and the controls identified for testing
must be documented. During the project management process, the planning, test-
ing, and reporting phases must be kept on track so that benefits are realized. The
output will be the documentation of testing results—including the remediation of
any control gaps—which will form the basis for management’s assertion. Therefore,
timeliness is critical.
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Leading the assessment
from the executive level
helps ensure that the proj-
ect priority is properly set,
that resources are made
available, and that findings
are properly addressed.
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